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1
Decision/action requested

This contribution discusses the incoming LS (S3-191121/C1-191685) and  proposes possible reply LS and CR.
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Rationale

SA3 have received an LS (S3-191121/C1-191685) [1] from CT1 on use of SUCI in NAS signalling, in which CT1 ask the SA3 the following question:

“Question 1: Does SA3 see any security issues with not restricting the identity request procedure for SUCI to the registration procedure?”

CT1 also ask SA3 to update stage-2 specs if required.
Aside of the LS, CT1 discussed a discussion paper (C1-191179 Discussion on stage 2 restrictions for identity request for SUCI) [2] in its #115 meeting. This discussion paper analyses the differences between stage 2 and stage 3 requirements on use of SUCI in NAS signalling. Several situations are described in which the stage 3 specs allow the identity request for SUCI while the stage 2 specs don’t, including

“... that the UE provides a 5G-GUTI for an initial registration, but the network cannot map this 5G-GUTI to a SUPI and therefore needs to send an identity request for SUCI. ”

“ the UE to use the SUCI as mobile identity also if the UE initiates the de-registration procedure when it does not have a valid 5G-GUTI available. The typical use case for this is that the user decides to terminate an ongoing initial registration procedure before the UE received a Registration Accept message with a 5G-GUTI from the AMF.”

“ the use of identity request for SUCI for certain error cases occurring during a 5G authentication procedure:

if the UE identified itself with a 5G-GUTI and the network finds that the authentication response (RES) returned by the UE is not valid; and

if the UE responds to the Authentication Request with an Authentication Failure message with 5GMM cause #20 "MAC failure" or #26 "non-5G authentication unacceptable".”

SUCI is a privacy preserving identifier containing the concealed SUPI. Sending SUCI in more procedures  introduce more security threat on privacy. However, the situations CT1 mentioned above in which sending SUCI is a reasonable option need to be addressed. And the stage 2 and stage 3 specifications need to be aligned.
One more thing, the guidance of when to use the identification procedure is clearly identified in clause 6.12.4 in the current TS 33.501[3],  as following

“The subscriber identification mechanism may be invoked by the serving network when the UE cannot be identified by means of a temporary identity (5G-GUTI). In particular, it should be used when the serving network cannot retrieve the SUPI based on the 5G-GUTI by which the subscriber identifies itself on the radio path.”

Thus it is proposed that SA3

modify the requirements on use of SUCI in NAS signalling to allow the SUCI to be sent in more situations. And

reply to CT1 about the modification.
4
Detailed proposal

It is proposed that SA3 agree the CR in S3-191306 and the reply LS in S3-191307.
